Appendix A: Installing Virtual Box and Ubuntu on Mac OSX

The instructions below describe installation of an Ubuntu Linux VM to serve as
the Labtainer host on a Mac. If you already have a Linux system that can support
Dockers, you may use that system and not use this appendix. If you already have
VirtualBox installed on your Mac, be sure it is updated to the latest version.

* Install Virutal Box from : https://www.virtualbox.org/wiki/Downloads

Click on the “OS X hosts” link.
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* Download the latest Ubuntu Desktop LTS distribution .iso image. It is
important you download this as an .iso image as that will be used to install Ubuntu
on the VM you create. https://www.ubuntu.com/download

* Use VirtualBox to create a new VM, allocate at least 10GB of disk storage, 4GB

Ubuntu  Community

ubuntu®

Downloads

RAM and 2 CPUs.
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In order to create a new virtual machine, press the New
button in the main tool bar located at the top of the

| Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The
list is empty now because you haven't created any virtual machines yet.
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Start,

Name and operating system

File location and size

Please type the name of the new virtual hard disk file into the box below or
click on the folder icon to select a different folder to create the file in.

Ubuntu for Labtainer

Select the size of the virtual hard disk in megabytes. This size is the limit on
the amount of file data that a virtual machine will be able to store on the
hard disk.

R

10.00 GB

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install on
it. The name you choose will be used throughout VirtualBox to
identify this machine.

Name: Ubuntu for Labtainer
Type: Linux

Version:  Ubuntu (64-bit)
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Memory size

Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.

The recommended memory size is 1024 MB.
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https://www.ubuntu.com/download

* Select the Ubuntu iso image in the VirtualBox storage settings, and select ”Live

CD/DVD”

Oracle VM VirtualBox Manager
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New  Settings  Discard stant

[¢] Ubuntu for Labtainer (Clean creation, not installed yet) = General = preview

[ [/~ @ Powered Off

Name: Ubuntu for Labtainer
Operating System: Ubuntu (64-bit)

[#l system

Base Memory: 4096 MB Ubuntu for Labtainer
Processors: 2

Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, KVM Paravirtualization

12l pisplay
Video Memory: 16 MB

Remote Desktop Server: Disabled " -
‘ Video Capture: Disabled . —
o - e

Controller: IDE
IDE Secondary Master: [Optical Drive] Empty
Controller: SATA

SATA Port 0: Ubuntu for Labtainer.vmdk (Normal, 80.00 GB) ubuntu-16.04.3-
. desktop-amdBd.iso
[] Ubuntu for Labtainer - Storage —
[ | 0 Q =1 | All virtusl optical disk files (*.dmg.
= MJ = v “; w — F B
General  System  Display Sterage  Audio  Netwerk Ports  Shared Folders  User Interface F Options Cancel Open

Storage Tree Attributes

<> Controller: IDE Optical Drive:  IDE Secondary Master B& L
& Lo COIDYD Choose Virtual Optical Disk File...
£~ Controller: SATA fois &)

Remove Disk from Virtual Drive

13 Ubuntu for Labtainer.vmdk Information

* Power on the virtual machine to install Ubuntu.

- If the VirtualBox window shows the following screen, the previous step did not

work, please remount the ISO by selecting the little folder icon to the right.

® Ubuntu for Labtainer (Clean creation, not installed yet) [Powered Off]

Please select a virtual optical disk file or a physical
optical drive containing a disk to start your new
virtual machine from.

The disk should be suitable for starting a computer
from and should contain the operating system you
wish to install on the virtual machine if you want to do
that now. The disk will be ejected from the virtual
drive automatically next time you switch the virtual

machine off, but you can also do this yourself if
needed using the Devices menu. ’ ubuntu-16.04.3-
= . desktop-amdBd.iso
Empty B = avmame v

Al virtusl optical disk files (*dmg... [

Opti [ [
Go Back Start Cancel o o =

- Once you see the following desktop, you can install Ubuntu

0se Ubentu or Labtaine (Claan creation, hot insalked ye) [Running)
Install (a5 superuser)

Welcome

Try Ubuntu Install Ubuntu

You can try Ubuntu without making any changes to yogffilloouter, directly from
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operating system. ldn't take too long
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You should be able to install Ubuntu by accepting the default options provided. It is
recommended, though not required, you do select the following options:

- Download Updates while Installing Ubuntu

Install (as superuser)

Preparing to install Ubuntu

Download updates while installing Ubuntu

This saves time after installation.

- Set your Time Zone

Install (as superuser)

Where are you?

[ Los Angeles |
& Continue

- Select your appropriate language

Keyboard layout

Choose your keyboard layout:

Enélish l;(]hana) English (US)
English (Nigeria) English (US) -

Cherokee

English (South Africa) English (US) - English (Colemak)

English (UK) English (US) - English (Dvorak alternative international no dead keys|
English (US) English (US) - English (Dvorak)

Esperanto English (US) - English (Dvorak, international with dead keys)
Estonian English (US) - English (Macintosh)

Faroese English (US) - English (Programmer Dvorak)

Filipino English (US) - English (Us, alternative international)

|‘ Type here to test your keyboard

Detect Keyboard Layout \

Back Continue

When prompted, enter a user name and password:
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{student is used here in the example, you may use whatever name you like}

Install (as superuser)

Who are you?

ﬁ Your name: | student| o

Your computer's name: | student-VirtualBox v

The name it uses when it talks to other computers.

Pick a username: | student N
Choose a password: | 9090000000
Confirm your password: | 009000009 o

© Log in automatically
l Require my password to log in
") Encrypt my home folder

Continue

Ubuntu will then install on to the virtual hard drive.

Once the files are installed, you will need to restart the VM.

P

Installation Complete

@ Installation is complete. You need to restart the computer in order to use the new installation.

Restart Now

NOTE: be sure to unmount the ISO file before restarting. If you don’t you will
see the following screen:

ubuntu®
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To unmount the ISO, just choose the DVD icon in the lower left corner and select
Remove disk from virtual drive (note if that is greyed out, first click on the ISO
line above it then click on the Remove disk from virtual drive)

T N ——

— —  Choose disk image...

+ ubuntu-16.04.3-desktop-amd64.iso

Remove disk from virtual drive

If it displays a message asking to force the unmount, that is okay, just select the
Force Unmount

Ubuntu for Labtainer (Clean creation, not installed yet) [Running]

Unable to eject the virtual optical disk [
Users/rscote/VMs/ubuntu-16.04.3-
desktop-amd&4.iso from the machine
Ubuntu for Labtainer.

Would you like to try to force ejection
of this disk?

> Details (

LI Force Unmount

Once the VM reboots you should have a screen that looks like this:
B = o 1uaam %

Note: If your Ubuntu
desktop has a DVD icon on
it, you did not unmount it
correctly and should be
unmounted by right
clicking and ejecting the
DVD ISO.
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The following step simplifies movement of files between Virtual Box guests and
the host computer.

Setup shared folder:

* create or identify a folder on the host to share with the guest

[ BON JUsers/rscote/VirtualBox

< 2 =fo =y h a9 v o ? &
Back/Forward View Arrange Share Add Tags Action A1475612-2529-1...0039398AEBO.ics CS3675 Mod|
i
_ i Ubuntu for Labtainer L4 Logs Lo

5] CEH Module Development
51 cs4684 Incident Handling
£33 rbrvt

EI TechChallenge

Snapshots >
ﬁ Ubuntu for Labtainervbox
Ubuntu for Labtainervbox-prev
:_5 Ubuntu for Labtainervmdk

SharedWithLabtainer,

* On the VirtualBox window, select the “Shared Folders” icon.

Then select the add folder button on the right, and add in the folder you created
above, being sure to select Auto-mount and Make Permanent.

[ ] [ ] Ubuntu for Labtainer - Shared Folders
= EHE Qe @ w
General System Display Storage Audio Network Ports Shared Folders User Interface
Folders List Folder Path: tainer/SharedWithLabtainer
Name Path Auto-mount  Access @3
Machine Folders Folder Name: SharedWithLabtainer
Transient Folders
= Read-only

Auto-mount

l Make Permanent




* Install VirtualBox Guest Additions
VirtualBox Guest Additions contain device drivers and system applications

that optimize the operating system for improved performance.

® VirtualBox VM Machine View Input Window Help

Optical Drives -
File Edit View Go Bookme : Network ”~
usB »
>
>
>

) [Running]

rHome D- .cop Shared Folders

Shared Clipboard
Drag and Drop

] Insert Guest Additions CD image...

To install them, choose Devices from the VirtualBox VM Menus, then

“VBOXADDITIONS_5.1.26_117224" contains
software intended to be automatically started.
Would you like to run it?

IF you don't trust this location or aren’t sure, press Cancel.

Cancel

select Insert Guest Additions CS Image...

Terminal

Verifying archive integrity... All good.
Uncompressing VirtualBox 5.1.26 Guest Additions for Linux...........
VirtualBox Guest Additions installer

Copying additional installer modules ...
Installing additional modules ...

This will auto-launch the install program. Choose Run
You will then see the guest additions load, and finally ask you to Ait return

to exit.

* In order to cut and paste from and to the VM, lets enable sharing the



clipboard. To do this, go to the settings in the VirtualBox Manager (NOT
the individual VM’s window) then choose Settings, General, Advanced,

and allow for Shared Clipboard.

Oracle VM VirtualBo

W e v
ings

New __Setting S
53/ | Ubuntu for Labtainer (S Installed, labtainer not) 0]
® Ubyntu for Labtainer - General
" EHE Q ¥ o @ o
General  System  Display  Storage A Network  Ports  Shared Folders  User Interface

Basic [WCIETI Description  Encryption
Snapshot Folder: Users/rscote/VirtualBox VMs/Ubuntu for Labtainer/Snapshots
Shared Clipboard: = Bidirectional B

Drag'n'Drop: Disabled [T \

Then, open a terminal

)
E ® terminal

& Recentlyused

Terminal

and run this command in the terminal by typing:
sudo adduser SUSER vboxsf
Then, reboot the guest Linux system:

sudo reboot



